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PROBLEM TO BE SOLVED: To provide a method for 
making copy protection that cannot be subverted by a 
bit-for-bit copying scheme on standard CD-writers. 
SOLUTION: This invention provides a copy-protected 
optical disk, including a pre-formed identification number 
(ID) in the ATIP(Absolute Time In Pre- groove) signal 
and the subcode which is impressed upon the optical 
disk and a number of other optical disks during optical 
disk manufacture, a unique identification number for the 
optical disk which was written on the optical disk after it 
is manufactured, and an encrypted program written onto 
the optical disk wherein the encryption of such program 
is based upon the performed ID and the unique ID and 
includes two or more selectable security levels. 
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«. ttigftfr C D 7 ^ 4? UtcZ<D7 4 *5<OH± 
[0004] Asai ei al(U,5.Re, 35 ? 839)li % ^-^^ 

[ 0 0 0 5 ] Mfcnt(M.S. 5,982,889)4*, t**e!|fl(1nf 
ormation pr\xluct)i<C*jT^-3.-1f ■ T ^3^^jE*C 

m*. *<MiEWBfi#&m&ftUX trbti* C 4 fab 
[0006] Masebe, ex: al(J.S, 5,555,304)1*, a- 
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50 319, 5,513 f 159, 5, 541,904 f 5 ? 505,549 ? feJ:^5,930, 
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ftm^zmmzmimicmttzc t k <* vc, it 

^4*£li, c<£#&ft:3- ir&mz&utcftiz'&ftts 

[0008] Kananwru(U.S, 5,940 ; 505>te, t<2£^K 
1T4, Kanamanj <DSmo>&XQ>»a. 

tclttiismtt a > t a - * • xK- PS^C, ft 

[ 0 0 0 9 ] 0 Connor et al.fC J: 4*feB l i£SlF#5,745 l 
Sn*CD-ROMf ff -Jr*IMrS'**a*J:»t'X^ 

A SB*? 4, **^**<W«tt. HS^-tOT 
OEVx- P0X7MI?*ffI<r>'CttCHfc£n4. ^- P0 

OC^T^o CD-R0Mfc£*n4V7 h$x7- 7* 
M-i L *f0fll/'Ctt4fi£fV&o CD-ROM±«HR 

m- K«5x7»SB-«:«fflT*y7 h-^xr - *a 
A - 7WH*£a?l£T4<:tKj: vt. *0WgR3nfc 

[ 0 0 1 0 ] Akiyawa ex al .KJ&*Btfff*5,«» 1 G9 
atf-S-ttiCtfcPll&KTiV? h*x7 - at-- 

v^^A&ftd'rSo ^jnattwn* cd 30 

-ROM)». V7 i>$x7iMi***iu 

-if © 2 > e » - » cc *»<, >*c, 2 rwttisy-M* ?>m 

h$x7* 40 
[0 0 11] Chandra « al.KJ:4*HftSlFS4 f 644,49 

$ft4V7 hx7<^T?*l«R^^flfefeJ:CX«K&«ll 

^T4 0 mm\iK&ztizmw>v? v oj-7&. % 

&z trt x±imo> ttMxvx'zfat 9 mcteg? 3 nfc 
70 a *^1t? &ci«a^ f * namis ft 4 * 

[0 0 12] Indeck et al,KJ:4*il4$I*£5,740 f 244 
^V*. «5Wl»±©V7h^X7lW*fftt5U:3>ea 50 
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4 

-jrfc*4W- 4ctKj:4B:g£Ba*U *<ms&W 

u. *ccctt*sntr^-S7^y > • r 
x7£*frpjtet« 4 0 

[ 0 0 13] C^6<0^S«<:ffl*UC^< 

1^K&. cn6©*<# r^-^j (hacks)* 

*tf ft* it u r «8ftf(ft c t t** 0 c ft©»* 

* 4 C i tt, & 4 ^ - tWIBtr 4 35tt*«E>7 * 9 *■ - 

v ? > 4*££*«? 4 t . zvm&vc t -5 

tT. *©77" L>^*'3>^<P7£fc*£ItfiT4*& 
ftl£»4C 4«*»Kl* s B*c*4 to 5 C <tr'&4o 4$ 
t©^- K «Jx7««*S*>tt«:i(e»Ufc**©7^ U 
^ - g > mm? 4cti<:j:^r. c on ie« m& 
4 i *©*tti*w»tt(<:w , r4Mg^4*as 

~*±Q>T7 V J r -Vs> ?:f<JJ^ t?* 4 C ^C* 4 e ^ 
MAtf7?y- ^U-rtC^0^-K^x7O 
l#fi£<confiQuratTon)?:Klf 4t, <-<?>7^»J 

3 >asa*T4c t^fftttOo 

[ 0 0 14] 

ttaftt-r*. feKu cni*iw«ftCD-?^#to 

h»ft^7Pitt4i>or«4. 
[ 0 0 1 5 ] 

[SSpa&jl5ftT4fc«>(D^] COSIi*^T42e 

a > AT ! P«^*J:»*^a- Krt©»lWB*snfe 
( i D) X'&VC. A^f" i X »ttSKtC|IS 
a t>i$£UtkOTlt¥r y A^«:ia$n4 : ?a£>^ 
MIAIIM (ID) ; 

^2^fc^tl^()[>]if!;Blflg44s;^»U^« • 
.'^^t^fv X i?t?*4 0 
1 0 0 16] *Sm\t % -mo»* v *KJ:4ftR£lfrih 
l/^oif Sfi?: 4*1^ b . SSS $n'C04^L -If s»UKIk 
♦ Vat a ^f<J^T 4 C t KM 1/-CNH 

h »J?x7^«SSn4X«^ >^ h -^$n4t *tc, 
tfttT 4«R€: f*#T *4"*»»»tt IWIJ 1 1/ ft 

I*. 
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[ o 017] uaffifle*©*- ft* I d > 

r hiCKf ^)S^(bit-for-bit duplicaxion^BittS 
6-C*»J, Ctlttf-fA* • Y??9<D9mM&iCft 

J:$K£WSft*V7l-9xTW: % <«fc<fiac4-C*4 
MM41/C) Bi-WT»«rt3tife j DtlHi/ 10 

It. (loclOStlfe*tfpFllte^ 7 <Y 
4, W««Stlfc*a*#ii*l D*«JBr*C4Kl 
J:D. *MIK)**ay^i <«£> 0fi(NtoC«t4. 
[ 0 0 1 8 ] 

[%H0gyk4>Jf$flE] H 1 2WW4K:, *aWKJ:4 

£>0. TttBMStlfe^x^tHlt^msterad pre-record 20 
ed area) <ROM««> *J:CttBfKIIk*tim (RAM 

^AnJflteCD-ROMFiA*!*. -?A*ffc3tlfcST 
1 t2 ^ 1/ 3 > (session) 1 4£^U ;f ttb*>, 

y? hSxTiJMtf^frfcSai/^IttoJSn. 

tc. i«*fttcs:tt*n«a rj£j rsj 

[0 0 19] ^D^ABjttttCD-ROM*St«» 
ii^Hlfttt a>^>r-f<A> it. BftftCCiftXlICq 
rcove modulation) ^S^^ 4, 7v X £ 1 Oit, g& 

7**lrr4. 4«^h??»I*miift'C«D, r 
• * + 

ii** feti^^ii^S^r * a ? i o <D r * 9 * > 
^rackinq)* 4* #lit®i|I(caiHc#M4> 

fiflfcWU *n$*Kliai,fcjSkwbbled groove)* 
fctt&ftft&i$(wDi>b1e qrcove)4 UtT *>EB;£n4, 40 

7u .umtec d - r oMsfewaaf * a *oo * ? 

? * 7Jt?§, »©KSafttt. * u >i> /W 
2f±«l(Oranqe Book Parr II specif i cat ion)Kffi -?t 

*9t«n*cD*s»3i , c**, r*u>t> - > . 

r2j it, 7( l> ^V^+^s^.'UBVKJ: 
0 2* $ tlfctttt-C* *) . BfKN&Bt a > M * h * * 

[ 0 o 2 o ] sgoDfittHft&it, ? u • y>\,-yicm 

&MWISBI(ATIP: Absolut Time In Pre-qroove)4 U 50 
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1T»4tt4«#*«m/C96H$ft4, AT i Ptt, * 
<AM 0©GfflB±1t<cM'*'4 h v ? txomiic 
WT4t*tR«:S*o *U>r>-:/7*H«KJ:tU& A 
TIP{f^i*2 2. 0 5kH2OFM(f^r^D. 3 1 
5 0tr? ^/^^-^■C* f --**i■»r4 - C<07- 
*tt. «*7542tf* h •7U-z*4i/c«*3n 
&• y-*«wcfci*tr. &7i/-A«, 4"?®nffitr 
?r£, £^*>r£i^r48t:V h<b, «?**>r 
«r««?48k:?h4, ■*'»h***$'4 
8tr ? UM^c #4eJ:tf7l/-A - *7*> r 
it. 2^4tf?h2»bl 0*« (BCD) <fc9.« 

4, i ooy-jwwcfc^-c, ctt^c-n© 
(£^?r (MSB) iflUctrar**. -c-or. 

? h © 3 ^i t. 4 L/ C . 0 0 0 © 2 JMt Z>> 

\,-&<?>mm> 1 4 * ^ h it, isan«Mtt(CRc: 

cyclic redundancy ctelOMQffSJ; ltS6§n^ 
[ 0 0 2 1] ftS4 6 moiftd 5 0 nun©fe1<E'?v x 
1 04XW& Or^^n^rVX^Ai^Oead- 

in area)tCfec^C, MS BCllltO 0 OfrtEit?** 
iOOil^fltt, Wllr-JUtt. «AlSiE«l*(ROT 

er Calibration Area), tfyJU* ^ ■=£ 'J flt^^ fcl* 

«A««(Lead-In Area)KBW&«#«3- K*S«?C4 

(Mu c ti 6«r i * y ^ a ( BHk?rtttt ) tm 

0»<C»W^tl* 0 A<E>MSBtttt. AT I P7b-A 

[0 02 2] ^py^i?II6ftCD-ROM*»^x 
*©ROM«we:fec*r. f'-irtrKi/xr* 

JWtur < i3 ^ ^"c^mt:'(depresslon)s^c?s:p5 ti^o 
c d ±t?* - ^ * * Ttti 'WtuMMA s nr ^ * ^ * - 

•7 9 b It, r ^ XP - - 7- ? j OTellow eooec)^<L 
l/CfcJ&nro*. -fin- • 7v*Vlt* CD±Q>7 
4*J*h - y-jrtt, ^XSttfer^^^tCili 
m<t$tl. SSDSTiEfSHt (C 1 teJ:CJ £ C2g!0iTiE4ff 
ttft*> feJ:VtUKffcSftft:^0 ? XCteWfc-tf-T'a- 

IVC. ^>*-«J-^Stlte^a-F«MRtt. Sgfi© 

^ ^ * x >7 1 o^*c«a«crao'c. », 

[0023]amttCD-ROM*-Fl* p -»-* 
^a?tt, 12^^h©£p-KBin7f^Jlp. 
^7KUa. l^h*-K, 2 04 8^Vh©^ 
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(ZERCG)fecl:cX2 7 6;^ h<^0lTiE^<^.'34. 
C<Z><fc5fcCD-ROM-te**, WfoWD^^ 
afcii^P?***, 2352>W M:0JSH\ 
/7 5 <-b+S#4>-) *C'&4<> C<Z>2 3 5 2;<*f H* 
9 8? U-A-ClBSSn. &7 a«2 4 M-f hOr 
$vt,-Aii, 4^^h 
G>C2glOSjiE. 4 <>W hor-C ISIOiTiEtoJtfl^ 

K^-dfli. th/a-KP. O, R, S, T, U, V 

to *tfW7 a ftmxtn a rxo??? - k • * t 

[ o o 2 4 ] *ra - p • ^ t * juticitrntttt 4><?>r 
w««m&toJ:9i%$«wr«o fr^a-K 

• * + * JK?>*ftW>2 t' 7 h It, t^'s- KH»><# - 

*cwwtcc d«btc d y - y*Rm3tt&fc«>ccf& 

[ 0 0 2 5 ] T < A * l 0®* 1 -b ? > 1 4 ( RO 
MfR«) I*, T«*ffiSmc«8ll#^*&li! D22* 

ft*, cnt*-?** - -ferrate at i p?**^ 
tciaissn, *utr«^oi<^^?itt^CD-ROMf f 

Shfc j Dt*. K • * + **4»J: ■ 

?+*jitcc<>ie«Sft&. at I P*+*Ji>rt*. -to 

MrttK < * u > t> • ^ y > (c J: ♦) «ES n* J: * fit tf» 

! D22a-K€:#lBT-5fc«>tCttffl«I|&r*^ $6 
oc. TiWRjUS ftfc ! D 2 2 2 - Ktt. *A»© l 

[0026] f < a ^ 1 0fcW2 t^a>18« 

fvA*10t*, H3-b?t/9>*«CrCd:<i?l 
ftC* 0 , ft 4t »liEfCfMfeG>S * ih&fe&t ? > s > 
(wn tten session) €: S tf C £ 4> olftt** -5 • *f A 



(5) 4^2 0 0 2-3 04 80 8 

fc tt I D 2 4 to* WB»|fc3 ftfcSfiifl&fr ( € 
xecu tabl e>> < * f 3 0 *Cft 0 , I D 2 4 tt 1 oXi* 

■etitLb©a»icMa»-b»» - r Kb*KtoW4$2-fe 

[0 027] *SWC*«T4*fT 
10 ?A30^. cfttt^ < Ai? i OKrtoi*rSWc[>* 

*>3 0 tt t SW^7c^> 5 t*> (wrwpinq) V V V 0 X 

r*Sfr 0 ceo-*? 7D^7 a^te -> % c t a ^> 

0***«*'teys/»>3 6*>ffaT&o «UC3HB» 

D y 7 AAS^tf 5 4l^>§ CC'^tCS^ & tc 
£5imf&£tlZo &WMx~F\t. ZV^pyyJLtC 

«>«:ie«$n* t h»«P^^-*>3 8^ 7p^a 
pF*ttCD-ROM*i:tt«*ftfe'r-> {^cc. T«« 
S3 tifc i D 2 2 to J: 0'^<^> ! D 2 4 ) £«flrr*fc 
^ f 6* * n. «?r?r«Wt hO> 4 0 4(5 J; tf-fe + * ij r v 

■ ^-^JU4 2CC-8|^ffc?:fi?^^. 

[ 0 0 2 8 ] m 3 tMR-r * Kl , ^ - l«E)JlBTPHS«r 7* 

nt»*fk*4fc»«cyp y^ a inkttc d-r om<^> 

30 tt*H^fc»Cft«pnfrC*&o X^v>7"4 8^4S^ 
tT. ^ay9A?IflbCD-ROM±^XIUIIS?K)6^ 
- h" ♦ K 9 ^ ^±<> 1/ < tflBS 4 ? h7-^±^ ?a $ 
Snfc(iW5xer«|)H»ffe^P 9 V AnJfevC D - ROM 

5 oecto^r. p»fk*KT4*?TBi**7 t 
Pittac d-r OM^^r4t^s<L ur^^n^jsg 

"7 A ♦ 5 Jhfe 7d^7 ApJI^c C D - R OM7 ^ 
40 ^y*CD-ROM^^><CH<. 

[ o 029] ■*w»fb*n&^<r ? t ^ ^=£1^ 

to ^: OXlTtntd 7D^ fctfiUfT^Ittft 7- 

(a^;756) 0 

[ 0 0 3 0 ] * OflMtit . Hg^ft^ tlfc V7hW 
# ii* n* ^ * ^ p y ^ A PJlSfl: C D - R 0 Mr ^ 
50 AyKH-TiTWBflitsnfc i D 2 2feJP0ff® ! D 
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^.'J^y • W hOxr^W^nfe ! D2 2fcJ: 
OS*f<Pi D2 4*&a'T«& 1 A^?7"6 2£4$C' 

* T-7*w$mkrz 0 at ? ^6 4 xm\tz 

fttc?r<<MZ. WIa^;7 7 0^^i:7^'Kw 10 
rappe r) ? u V y A IC $ ■ v r 4 A> t U X ftTJQ 5 ft 
Z>, 7u?yMZ. -b^^'J^Y -r-MtC 

(Dft&ftf&Ztxtc i D 2 2 fc<fc O'fflif <E ! D 2 4 

^oc'tc^^-y-^^-^ > i , 7o ^7 a#£ 

J-7 * T7'J^-V 3 >©l»*fkilSSS*>J:CX*ff*IHJ* 
f kWh^f^tk^. Af 2CCfc<,^C, 7 20 

3> < 1 6****1 8) tMrt'T^D^AeTIMJcCD 
-ROM*** **cc«*ii*n* 0 

[003 1 ] mmmm^onmrntntrnmi^ 

&X-m%HX'*>Z>. Cfttcmb, .Applied Crvpwaphv, 
e.Schneier, John Wi lev and Sons, Inc. New York, 1 

Si 

p «witsn&^*^o«A 
e HHtbnft 

B W»ttSftfcID 
U fla® i D 

X flMfk3nfc*a^A=E <P, I> 

A*«flPJf6raO, *ft**: E (P. I ) ©HJJjWfcTr 
*l&lCfttoX'*>&Ct, TJitofcEtfjW**-* A<jpo1 40 
vncsnial iteKflWillfrCfcaci : E" 1 <X, I > 

<D&&cf§?z&mm'? a a - TbztyxjuimtoX'h 
zm&cmrzE' 11 > *<»&&<»mmmft 

££. xhh. 

1 0 0 3 2] BSWffcfl)*? ^^M^T®****)?** : 
1. TJMBflSftfcl D BfcJ:C>H?t4>l D U*» 50 
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ST* ; 

2. 2^<£ i DsWtttSft < j = BU) , HMffc/flW- 
ffclHft+- i ; 

3. •#(kr*=f«Xi»E , c«tt*n*:i Dawes* 
n. Bgf^(k$mc7*py^AX = E (P, i > ««w 

4; 

1 . TASttdtlfe i D BhJ:V®mo> ID 

ST* ; 

2. 2^a> i D#&ttsft < i = bu> , Bi^fk/Bg^ 

3. MfUBBrArfuxAE^raiisniki d*h£ 
mzn, m<o?e?yAp=E-' <x, i > zm? 

04 t4MRr«fc v *&m®a l MHKccMf ? 
a ?5Jwm&n CD - r oMttar i * ? v « > 1 4 

i6»**nfe I D2 2tW 0 •C-^^r ^ , 7"8 2u:fe 
(stawp)*tt«CJ: 0 ABJftttC D-ROMr < 

x^£3&lT*. cwfcSrctt, *Bt©ra-H^>^D 

AoJ^vC D-ROMf <a ^^JWET*. 
[ 0 0 3 3] ^^10 liSg^giff^flS 

l/TlSi&jXft*. at 9^8 4CC4<$C>t\ HW«)I D 
2 4 mmttlZ* tt<D I D 2 4 tt. 7 a A 9 1 0 O 

§^ ^> C L imfeX'th D t 7 > y Att 4 
? * C 4 G^^C^b 0 % * fctt*WU*Snfe»^W>^ 

f*c«, -c-wi^ttr just ijx Ate cfc ->ricc^fi$ 

n. *OTA3T!; XAtt. tftfeb*9<va1id nu*er)lt 
J:^i<:ffi^#^<actual number) «£j|)tpTtt'Cjb« 0 C 

i*. KfcatrAsfvxAtiiftt/, m«@*i©aH+ 

f ZCtK.£*>X* *««IB6*C&4?nit?A* 0 fife 
(Oj^^OC^ft*. MAIttf Connor et al, f U.S. 5.74 

rat. @woi D2 43»stfee«>7^v^v« 

1 0±ffiffl$n&. HWOi D24li, l^iA^ 
ff»4E9Vs>i«r& i SO9 6 6 0ii£Ejfl&7 7<fjU 
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6 > • co-fe ? s>a yvmftivm&TZ * £ - r K uxtc 

raT4=£*+**-r--*i*, flW0lD2 4«Wfll/ 
rt?E$n (^^788) , 9^9 0CCM»T* 
2<fe?*'3>l 6 41/1^ A* l OtdHiEStvncS 

*asn4 0 a*, ca>^^v5>^3*fc4*«n« 

m>* v U s > 4 l,r#£&£ft4C 4 t> plttC&4 0 

e<£W£Kfc^c, &r<x»io<*. #ii*««8ii 
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